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Short Description

SIM card administration by scripting methodology or instant read and write.

Create arange of advanced scripts with the help of an easy graphical user interface and
execute them quickly one-by-one within the tool to change parameters, populate files and
edit settingson SIM cards.

Y ou can create 1000 scripts in a matter of seconds, and it only takes 3-4 seconds to select
and execute the script on a SIM card!

* Browsefiles

* Filter content *

* Read content

* Write content

» Generate dynamic scripts

* Faster execution of scripts *
* Calculate OPc *

» Generate Ki/Opc lists

* USIM and ISIM support

* PIN handling

* Insert dynamic values

* APDU logs

* Interpretations

» Scan non-default SIM cards
* Export scanned cards to new card profiles *



New in v2.8x *

Description

SMARTJAC SIM Editor software tool addresses the SIM card administration by
scripting methodology. Create advanced scripts with the help of an easy graphical user
interface and execute them quickly one-by-one within the tool to change parameters,
populate files and edit settings. One of the main advantages of thistool isthat it's atool
optimized for content management of SIM cards very quickly, thanks to the ability to
create arange of scripts (with astarting IMSI and an end IMSI). Y ou can create 1000
scriptsin a couple of seconds, and it only takes 5-10 seconds to select and execute the
script on a SIM card!

Using SIM Editor:

SIM Editor provides agraphical interface for you to do the following:

* Browse a specific card type's file system using the File Content table

e Filter the content of the Filetable

e Display the default content of datafilesin either an easy-to-read or in binary
representation.

e Get file specific help and documentation

¢ Read and write new file content directly to the SIM card

e Checking of SIM card in card reader

e Import Ki/Opc lists

¢ Include AUTH keysin both USIM and ISIM in scripts

e Disable GPIN



¢ Prepare scripts by adding edited filesto a script list
e Creation of unlimited scripts with dynamic / incremental valuesin:

- IMSI

- MSISDN
- SPN

- 1CCID
-ACC

- IMPU

- IMPI

Execute scripts to change contents on real SIM cards
See APDU logs during execution

Interpretation of errors after execution

Direct editing and saving of scripts

Read card contents with specific card type scripts
Scan non-default SIM cards

Export scanned cards to new card profiles



File Edit Script Tools Help

Create scripts  Script Control Panel  Scan

Sl Eniroli

b MALlaCeDITWale!
2.8

SMAOTI100A
SMAOQTI00A - default

ATR of profile: 3B9F96803FC7008031E073FE211F6441262100829000A3

Check ATR of card

ATR of card:
fmst ADMI1
path » EF Shortname  type ADN Authentication Key: [/] Include USIM Auth Key [ | Include ISIM Auth Keys
USIMI5F50/ 4F82 L A GPIN | 1234 Already Disabled Ki | 00112233 4455 66 77 88 99 AA BB CC DD EE FF
. . OPc
USIM/SF50/ 4F83 L LPIN Don't verify LPIN s OE D4 75 45 16 8E AF E2 C3 9C 07 58 29 A7 B6 1F
0102 03 04 0506 07 0809 10 11 12 13 14 15 16 Calc OPc
USIMISFS0! 481 L Variable [VAR]: lccio R & C constants 3 Next Key
USIMI5F50/ 4F88 L
USIMI5F50/ 4F84 L ] Random ACC [ Include dynamic ICCID [ use Kisope csv st
USIMI5F50/ 4F85 L
USIMI5F40/ 4F47 L Transparent
USIM/ 6F07 IMSI I 0 s, .
te
USIMI5F40/ 4F48 T Selected record: 1 ytes / reco
USIMI5F40/ aF 48 T 1 Record(s)
USIM/5F40/ AF41 T 080910 2010 52 76 56 96
USIMI5F40/ 4F4A T
USIMI5F40! 4F45 L
USIMI5F40/ aF49 T
USIMI5F40/ 443 T
Binary Interpreted
USIMI5F40/ 442 T
USIMI5F40/ aFa4 L I%
USIMI5F3B! 4F20 T . )
Start value: | 001020125676569 Number of cards: 1 Add to script
USIMI5F3B! 4F52 T VAEAE VR0
USIMISF3B/ 4F63 T L] Range of M1 iy e %
USIMISF3B/ 4F64 T 001020125676578 Add 50 Add 1000
Write to card
usim/ 6F45  CBMI T
usim/ 6F78  ACC T @

SIM Editor main window explained
Create Script windows— Areas

SIM Editor main window
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Create scripts

UPTEQ NFC USIM, ISIK,CSIM, NFC

3BSFI6CO0AIFCEADBD31E0T3FE211B65D001740F50810FE0 Patuhpmtiedaen bipal:cond l

UPTEQ NFC - default

L ] WL

773 W ADMA | Asthenta stn e I:I include USIM Auth Keys | | incude ISIM Auth Keyt

UAMASHRWAFA] Unisoem gon | 1234 | [ oesoecom [ AveacyDiapes | © 00 11.22 33 44 55 66 77 88 99 AA BB CC DD EE FF
USIM/SFA0/AFAS Unlenown

| o8
USTMUSFIAETS [ LPN %] Don't werify LPIN ! 0E D4 75 45 16 8E AF E2 C3 9C 07 58 29 AT B6 1F
~USIM/SFINAFLR Unlkerscrwn 01 02 03 04 05 06 07 08 09 10 11.12 13 14 15 16 1
L nicrscrs \‘\-...Jf | R & C consants 3 et Ky

KcGPRS

TFECCH (®) Mazrage .

USIMAFIaIared Tvatan ety i | [ tse xyopecsvin
TUSIMUSFSOAF BT ACHGL

TUSIMISFS0/AFEZ (<14 IMsI
USINUSFS0/AFE3 HHEN

DS EE DCHGL Transparent

G6FOT

usiM/

UGN SOV oCsar 1 g
TUSINUSFSOAFER GHNEN

USINUSFS5/4F00 Dongle
USIM/EFD5 T 08091010103234 7698

(4]
USTIGF0G AR e
M

bytes / record

L — |

PR Keys

USIM/GFID KeysPS
SON
DCK
HFFLMN Binary Interpreted
CHL
ACMmax
TET 080910101032 54 76 98
ACM
FON
SMS
GIDT
[
MSISDN

PUCT
SM5P \
\ S ' \'-—_-r'/

Cami =
TFH | Write to file | |Rud from file | | ADD to Script |

Window ar eas.

1.Basic information about the card type: Name, ATR, Name of the profile,

applications on the card (USIM,ISIM, etc) and some personal notes.

2.Here we now find the files contained in this card profile. Note that thisis NOT live

information from the card, just the files and default values that this card has.

3.In this area we have some options to work with before creating scripts.
For example if GPIN should be disabled, or if it is already disabled on the card (we don't



want to verify GPIN if its disabled);

Here is also where we enter or select the Authentication keys Ki / OPc, and we aso have
to check the box if the keys should be included in the script.

Finally there is also an option to include your own ICCID's in script.

4.This area shows File specific information about file type, record size etc.

5.File data

6.File data in two modes: Binary and Interpreted

7.ADD to script button - when you have entered your values click this button to add it to
the script list.

8.READ datafrom the SIM card (selected file)

9.WRITE the current file data (selected file and record) to the SIM card

User Interface— Script Control Panel window
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Create scripts Script Control Panel Scan

Check SIM card in reader

Select card to read: ~
)' > Selected script: //Mac/Home/Documents/Smartjac/SIM Card Editor/scripts/sdfasdf_19-9-9/script.txt
Select script folder
Run selected script
Select script below: Fast execution mode
script.txt Script window Result window:

00A4040C 0C A0000000871002FFFFFFFF89
0020000A083131313131313131
0020000B083232323232323232

00A4000C 02 3F00

00A4000C 02 7FFF

00A4090C 02 6FFC

00D60000 12 00112233445566778899AABBCCDDEEFF 7842
00A4090C 02 6FFD

00D60000 68 01 0ED47545168 EAFE2C39C075829A7B61F 695F 400020406000000000000000(
00A4040C 0C ADO00000871002FFFFFFFF89

00A4000C 02 3F00

00A4000C 02 7FFF

00A4090C 02 6F07

00D60000 09 080910201052765696

00A4040C 10 AO000000871004F310FFF F89080000FF

( Copy ) ( Clear ) ( Save ) [ Edit ( Copy ) [ Clear ) [ Save ) [ edit

PIN and Authentication Keys
SIM Editor PIN and Auth Keys

EE suthentication Keys || Inglude USIM Auth Keys || Inchude ISIM Auth Keys
GrN | 1234 | [ ] Disable GBIN [ Akready Disabled | DO 1122 33 44 55 66 77 88 99 AA BB CC DD EE FF

LPIN Dion't vesify LPIN O% | DE D4 7545 16 BE AF E2 C3 9C 07 58 29 AT B6 1F
© | 010203 040506070809 10 11 12 13 14 15 16
R 5 C constants 3 Next Key
(®) Mienage
|:| Randbom ACC I:l nolude dynaimic KCOD O ¥OR |:| Usze Ki/OPc CEV Bzt

PIN's

When you open a card profile, information is automatically added to the PIN boxes.
Normally correct GPIN and LPIN is entered. For this card there is actually no LPIN value
so it's empty and we do not need to verify it. If you want to disable GPIN just check that
box and GPIN will be disabled on that card after running the script. So next time you run
ascript on that same card you'll need to check the "Already Disabled" box or you will
have an error.

Authentication



Authentication keys: Y ou can enter your keys manually, and be very careful to enter the
correct length (16 bytes). Or you can select any of the default keys by clicking the "Next
Key" button. If you are using the card in alMS network and edit the ISIM files on the
card, you should aso check the "Include ISIM Auth Keys" so that the Auth keys also are
programmed for I1SIM application. New in v2.8: Calculate OPc from from Ki and OP
directly with “Calc OPc” button.

Algorithm

If the card supports both Milenage and XOR, then you will have the option to select
which algorithm to use.

R& C constants: Only change these, Rotation and Constant constants for Milenage
algorithm, if you know what you are doing. The R& C constants will be saved for all next
sessions, even after restarting SIM Editor.

Use Ki/Opc CSV list: If you generate arandom Ki/Opc list with Tools/ Ki OPc generator
you can click this checkbox, and during script generation, you will be asked to select the
CSV file. If this checkbox is checked the Ki/OPc fields will not be used.

ICCID

Check the "Include dynamic ICCID" checkbox if you want to include dynamic ICCID
values (increases by one). You don't enter the checksum at the end of the value asit is
calculated when the tool creates the script(s).

Variable VAR

Enter anumber in the VAR checkbox if you intend to use avariablein IMPI or IMPU
(ISIM). (Variables are only used when generating a range of scripts)

Scanning functionality - Reading contents

Thisisanew addition to SIM Editors functionality that came in version 2.4x.
» EF = Elementary Files

* DF = Dedicated Files (DF can contain EF’ s and DF's)

» ADF = Application Dedicated File (ADF is selected by it'sAID. USIM, ISIM, CSIM,
PKCS15 are samples of of

AlID’s/ ADF)

The Scan card functionality can scan any card and retrieve itsfile structure that it putsin



aTreeview. It scans for applications

onthecard (AID’s), ADF's, DF sand EF's. The EF s are analyzed for file type, file
size, number of records, record size and

access rights.

In order for the content to be read, you will need to enter the cards verification codes like
GPIN, LPIN, ADM codes or

KEY SET's, and then select / click on afile.

The Scan page:



Create scripts Script Control Panel Scan

ATR: 3B9F96CO0A3FCE6A08031E073FE211B65D001740F50810F6D
SMAGT100NFC (Upteq card with preinstalled NFC applets)

Check SIM card in reader ‘

Export -->

Verification codes

Check Codes

GPIN:
1234
LPIN:
5678

PUK:

D Unblock

ADM1:
ADM11111
ADM2:

ADM3:

ADM4:
ADM44444

Hex:

Nr of records

Hex:

41444d3131313131

4144443434343434

Keyset: 15

bytes / record

v

Application ID's

EF size

Write to file

Save



A reading script is executed and analysed and the result is presented in areadable formin

the result window.
SIM Editor reading contents

Reading script for: NFC Upteqg

LI

Com: 00A4040CT0ADOODDD0E 71002FFI3FFFFEI0T01071 »
Resp: 9000

Com: 0020000A0841444D03131313131
Resp: 9000

Com: 0020000D084144403434343434
Resp: 9000

Com: 002000010831323334FFFFFFFF
Resp: 9000

Com: 00A4000C023F00

Resp: 9000

Com: 0DA4DDOCO27FFF

Resp: 9000

Com: 0DA40G0CO26F0T

Resp: 9000

Com: QQBEOODODOG

Com: 00A4090CO26F40

Resp: 9000

Com: 00B2010426

Com: 00A40G0CO26F46

Resp: 9000

Com: QDBO00O0011

Com: 0DA40G0CO26F38

Resp: 9000

Com: QQBEOODODOG

Com: 00A4090CO26FE0

m AL

>

ESUIL Wy L

%)

IMASI : 007 07 0123456666

SPM : Srnartjac 6666

ACC : 0003

MSISDM ; 4678968473847

LIST : SEFFEFSDFFFEQSTCOS

Administrative Data (AD) : 31000103

PLMMwhct :
1080701212FFFFFFO000FFFFFFO000FFFFFFOD00FFFFFF
OPLMMwAct :
FFFFFFOD00FFFFFFODDOFFFFFFOODOFFFFFFODOOFFFFFE
HPLMMNwAct : FFFFFFODDOFFFFFFO000

FPLMM: FFFFFFFFFFFFFFFFFFFFFF

I5IM parameters:

IMPI: srnartjac.46123456791 @open-ims.com
Dormain: smartjac.com

IMPLU: test.corn, 46123456791 @smartjac.com, test3:

>

[] Edit

( copy ) [ Clear ) [ save )

New in v2.8x:

[ Edit

( copy ) [ clear ) [ save )

Y ou will now have the possibility to export the card profile of new / non-default SIM

cardsfor usein the “card create” page

where you can work with scripting and interpretations as with our default SIM card types.



File
Name of this profile: | Smartjac Test Profile Select template to use or edit, or enter specific APDU code into
the field. Use [Ki],[OP<] as variables, and [CH] as variable if
ATR: 3B9F96803FC7008031E073FE211F6441262100829000A3 checksum is used. In that case also select type of checksum.
1. Oberthur/Idemia v
Application ID's (AID) APDU commands for Ki/OPc Keys:
USIM:A0000000871002FFFFFFFF89 00A4090C 02 6FFC
ISIM:A0000000871004F 310FFFF89080000FF 00060000 12 [Ki] [CH)
: 00A4090C 02 6FFD
PKCS15:A000000063504B843532D3135 00D60000 68 01 [OPc] [CH] 40002040600000000000000000000000000000000
CSIM:A0000003431002 ¢ 3
[CH] CRC-CCITT (OxFFFF) b
APDU to verify secret codes:
GPIN: ADMI: Hex:
1234 M 3131313131313131 0020000A08 [] Use 0020000A083131313131313131
LPIN: ADM2: f
5678 22222222 |  32323232323232; | 0020000808 []1Use 0020000B083232323232323232
ADM3:
0020000C08 [] use
ADM4:
0020000008 [ use
Keyset: 15 ™
Hex: FO2A000F [ use
Save profile

* Enter aname for your card profile

» Applications ID’ s should be pre-filled. If not, exit this window and rescan your card

e Fill in GPIN, LPIN and ADM codes (or a Keyset code)

* Click the checkboxes for the ADM codes you need to use

* Thetricky part isthe APDU codeto fill in Ki and OPc on the card. Thisis different for
amost all SIM cards even from the same vendor! Y ou need to get thisinfo from your
vendor, otherwise your profile will not be complete and you will NOT be able to put Ki
and OPc inyour SIM card. We've included some templates for Idemia and
Gemalto/Thales SIM cards. Ki keys should be entered as parameter [Ki], OPc parameter
as[OPc] and if achecksum is used, parameter [CH]. These are then replaced with your
values during script generation.

» Save profile

* If you want your profile to be included in the Menu, click Y es under when the pop-up
guestion asks you this.

Tools- Ki OPc generator - Calculating OPc
SIM Editor Ki and OPc calculator



o Enter your Ki and OP values.

Use crange wizard buttor to calculate
OPc valuz from Ki and O

Ki

o 00712233445566778E99AABBCCDDEEF=

CP
o 01020304050607080910111 213141516

QP
DEDA 754 516EEAFEZC IO C0TSR209A /BB 1F

1. Enter the Ki
2. Enter the OP
3. Click the orange wizard button

4. If you have a connection to the Internet your OPc value is calcul ated

Ki OPc generator - Generating random Ki and OPc



Using the Ki OPc generator under Tools you can generate alist of random Ki's and the

resuting OPCc's based on the OP value.

Enter your Ki and OF values. Enter your OF value

Use orange wizard button to calculate
OPc value from Ki and OP.

Use blue wizard button to generate
a random list of Ki and the calculated

result of OPc's.
Ki

00112233445566778899AABBCCDDEEFF

oP
o 01020304050607080910111213141516

OPe
OED47545168EAFEZC38C0THB20ATBG1F

1. Enter your networks OP value

2. Click on the blue wizard button
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